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BAO MAT MANG LOCAL AREA NETWORK
DUA TREN TIEU CHUAN 802.1X

Nguyén Ba Nhiém *

Tém tit

Ngay nay cdc vmg dung, dich vu trén cdc hé thong mang gia tang véi nhiéu si phirc tap va riii ro cho
ngueoi quan tri hé thong mang. Do d6, chiing ta can thuwce hién, trién khai cdc bién phdp bdo mdt tot hon,
tiéu chudn 802.1X ma bai viét mudn giGi thidu, mét tiéu chudn chimg thuc nguoi ding dé gidi quyét
van dé bao mdt trén co sé ha tﬁng mang LAN va WLAN (Wireless LAN). Tiéu chudn 802.1X dwoc dinh
nghia béi IEEE, hé tro viéc diéu khién truy cdp phiong tién truyén dan, kha ndang cho phép hay cam
su két noi mang, diéu khién truy cdp VLAN va trién khai chinh sach luu luong truyén dua trén su nhan
dang tai khoan nguoi dung hodc xdc dinh thiét bi. Chudn 802.1X thuc hién theo giao thucc ching thuc
EAP (Extensible Authentication Protocol) duoc dinh dang theo khung Ethernet trén mang LAN voi tén
goi EAPOL (Extensible Authentication Protocol Over LAN) dong thoi hé tro nhiéu phirong phdp chig
thuc khac nhau nhu PPP, MDS5, TLS, CHAP va RADIUS co thé trién khai trén hé théng mang LAN va
ca WLAN. Bai viét trinh bay chi tiét tiéu chudn 802.1X, EAP va EAPOL dé cung cdp thém kién thirc gidi
quyét cdc van dé bao mdt cho viéc thiét ké va trién khai mot hé lhéng mang.

Tir khéa: tiéu chudn 802.1x, EAP. EAPoL, giao thirc chitng thwe mé réng, gia tang bdo mdt mang
LAN voi tiéu chuan 802. Ix.

Abstract

Today, the increasing of applications and services on the network system has brought network admin-
istrators plenty of difficulties and risks. Therefore, the designing network security should be effectively
implemented by network administrators. One of security standards is 802.1X which is a user authentica-
tion standard to address security issues on LAN and WLAN (Wireless LAN) infrastructure.The 802.1X
standard, is defined by IEEE, supports access control for transmission medium, the ability to allow or
prohibit network connection, VLAN access control and implementation of transmission policies based
on identity user accounts or devices determined. The 802.1X standard is done by Extensible Authentica-
tion Protocol (EAP) and has the Ethernet frame format on the LAN called Extensible Authentication
Protocol Over LAN (EAPOL), and supports various authentication methods such as PPP, MD5, TLS ,
CHAP and RADIUS which can be deployed on a LAN system, even WLAN. The paper will discuss in
detail about the 802.1X standard, EAP and EAPOL to provide more knowledge to solve security issues
for the design and implementation of a network system.

Keywords: The standard 802.1x, EAP, EAPOL, Extensible Authentication Protocol, The enhanced
security of LAN with 802. Ix standard.

1. Giéi thiéu 802.1X, EAP va EAPOL

IEEE 802.1X 12 mot chudn diéu khién truy cdp  chimg thuc ban than né, khi d6 trang thai cong
mang duya trén cng (port), nghia 1a sy chung thue  duoc thay d6i “mo”, nghia 1a ludng dir liéu
Cl;la téng 2 trén m6 hinh OSI. N6 dugc trién khai thong thuong dugc phép di ngang qua c(’v‘)ng'
bat ky cua mot cong trén mang Ethernet (IEEE  [EEE 802.1X han ché cac may tram (clients)
802). Phénwl('m cac viéc trién,khai truy cp mang khong dugc xac thuc két ndi dén ha ting mang
dL;ra trén cong }é truy Acap'dén cdc mang khong | AN hodc WLAN diing béi su didu khién truy
day (WLAN) va truy cap cac mang co day (LAN) cap dua trén may chu (Server) va may tram voi
dua trén mdt nhom thiét bi Switch. Mac nhién . , ,

S o o A giao thurc chung thyec.
cac cong O trang thai “dong”, nghia la sy truy cap ) .
khong duge cho phép ludng dir lidu di ngang qua, Chuan 802.1X dinh nghia ba thanh phan
ngay ca su két ndi vat 1y duoc thiét 1ap. Sau khi  chinh tham gia trong m6 hinh diéu khién truy
ngudi dung (user) hodc thiét bi truy cap yéu ciu cap nhu sau:
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- Client hoic Supplicant: Thiét bi can truy cap hay
yéu cau truy cip ha ting mang LAN/WLAN hodc
cac dich vu thiét bi thudc tang 2. Céac thiét bi duoc
ho trg phﬁn mém 802.1X phuc vu cho may tram dé
n6 c6 thé tra 1o yéu cau tir thiét bi thudce tﬁng 2.

- Authenticator: Nhiém vu cua thiét bi nay
chuyén tiép thong tin gitra may chu chung thyc
va may tram (Suppllcant) Authenticator 1a thiét
bi mang thudc ting 2 hoat dong nhu mot diém
trung gian hodc proxy giita may tram va may chu
chung thuc béi thuc hién yéu ciu xac nhan thong
tin tir may tram, kiém tra thong tin d6 vi may chu

/ Workstation

Client/Supplicant ‘

Access Point

ching thyc va thuc hién hoi dap lai cua may
cha chung thyc dén may tram.

- Authentication Server: Thiét bi dam nhan viéc
thyc hién chiing thuc va cho phép Authenticator
phuc vu hay tir chdi phuc vu cho may tram. May
chu chimg thuc phé chuan théng tin nhan dang
clia may tram va thong bao cho thiét bi mang
thudc ting 2 dang hoat dong nhu Authenticator
chuyén tiép thong tin dén may tram.

Trong Hinh 1 dua ra mo6 hinh mang dya trén
cac su két noi khac nhau.

Authentication Server

Hinh 1. Sw két noi trién khai trén cdc thiét bi siv dung chudn 802.1X

Cac thanh phan cua Hinh 2 cung cap
khai niém chung vé kién trac cia chuédn
802.1X va dua ra Supplicant, Authenticator,
Authentication Server trong mang LAN hoac

WLAN dung chuén 802.1X trong d6 no yeu
ciu mdi cong trén Authenticator 1a cong
diéu khién cho phép hay khong cho phép
ludng dir liéu di qua.

=i
RADIUS
PC Switch
Server
H¢ théng may Ny A . Hé thong may
tram HE thong chimg thye . chii chimg thye |
_ Mdy tram véi Céc dich vu phuc vu Authenticator voi May chu chimg
i cong truy f:ap (PAE) v cita hé théng PAfE i Truyén giao i thyc
i Authenticator Céng | thuc EAP |
‘ Khong i dugc chuyén |
\~ Céngduge dugephép|  UEPUEN
diéu khién tuycgp | o thic
= ' dichyy | Cuacactang !
| caohon

Ha tAng mang LAN/WLAN

Hinh 2. So dé kién triic ciia chudn 802.1X
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PAE (Port Access Entity) trinh bay trong Hinh 2
dung cho cac thiét bi mang thyc hién thuét toan cia
chudn 802.1X va hoat dong giao thirc. Mot cong la
mot diém doc 1ap két ndi dén co so ha ting mang
LAN. Trong truong hop mang LAN, mot Sw1tch
quan ly cdc cong logic. Madi cong logic d6 giao tiép
v6i mot cong clia may tram.

RADIUS (remote access dial in user service)
mot chudn cung cép cac dich vu Authentication, Au-
thorization, Accounting (AAA) cho hé thong mang.
Mic du giao thitc RADIUS hd trg 1a ity chon trong
IEEE 802.1X. Nhiéu Authenticator sir dung chuan
802.1X doéng vai tro nhu cac may tram RADIUS.

EAP (Extensible Authentication Protocol) 1a mot
giao thirc chinh dugc st dung kiém tra thong tin
chirng thyc gilra may tram va may chu ching thuc.

IEEE 802.1X dinh nghia su dong khung cua
EAP dya trén IEEE 802 va dugc biét dén nhu EAP
su dung mang LAN (EAP over LANs hay EAPOL).
EAPOL di thiét ké cho mang Ethernet nhung da
dugc phat trién thém dé phii hop cho viée trién khai
cac mo hinh mang khac nhau nhu mang Wireless,
mang FDDI (Fiber Distribution Data Interface).

EAP la mét giao thirc chung thuc, khong nhitng
chi dinh bt budc su chung thuc trong hé théng, no
con cung cap vai chirc nang chung va lua chon céc
phuong phap chirng thuc goi 1a cdc phuong phép
EAP (EAP methods). Cac phuong phap EAP hd trg
nhiéu loai chig thuc khac nhau nhu thé bai (token
card), chimg nhan (certificates), mat khau (pass-
words) va su chung thuc khoa cong cong (public
key authentication).

Bai viét trinh bay hai giao thic EAP va EAPOL
dé hiéu t6t hon vé chung trudc khi chiing ta trién
khai ching trong h¢ thong mang thuc te.

2. Giao thirc chirng thwe mé rong (Extensible
Authentication Protocol -EAP)

EAP la mét nén tang su chimg thuc cho cac thiét
bi trong hé théng mang ma n6 hd trg nhiéu phuong
phap chimg thuc. Vé co ban, EAP cho phép hai thyc
thé trong hé théng mang trao d6i thong tin duoc
chi dinh phuong phép chimg thuc, cac thuc thé do
mudn sir dung. Noi dung ctia sy chimg thuc d6 chi
dinh bdi cac phuong phap khong dugc dinh nghia
trong EAP.

Pay 1a mot giao thirc dem lai nhiéu thuan loi
dugc dua ra kién tric EAP va mang tinh chdt mém
déo. Authenticator khong can cap nhat dé ho tro

cac phuong phap chung thuc khac nhau hay
cac phuong phap chiung thuyc mdi chi may tram
(client/supplicant) va may chu ching thuc c6 thé
thuc hién mot vai hay tit ca cac phuong phap
chung thuc.

Ngay nay, c6 nhiéu phuong phap ching thuc
hodc cac phuong phap chirng thuc dang stir dung
trong thuc té, trong sO cac phuong phap dugc
dinh nghia cua IETF RFCs nhu EAP-MDS,
EAP-OTP, EAP-GTC, EAP-TLS va ngoai ra
con cac phuong phap khac do cac nha san xuit
thiét bi chi dinh nhu PEAP, LEAP, EAP-TTLS.

EAP chi dinh bén thong diép truyén di trén
mang:

- Request (0x01): Puoc ding dé giri cac
thong diép tir Authenticator dén may tram (Sup-
plicant).

- Response (0x02): Puoc dung dé gui cac
thong di€p tir may tram dén Authenticator.

- Success (0x03): Pugc gtri bdi Authentica-
tor chi dinh su truy cap dugc chép thuan.

- Failure (0x04): Dugc giri bdi Authenticator
chi dinh sy truy cap bi tir choi.

Hinh 3 minh hoa dinh dang thong di¢p EAP
va liét ké, mo ta cac thanh phan thong diép.

Code | Identifier | Length | Data

Hinh 3. Dinh dang thong diép EAP

- Code: Truong Code chiém mot byte chi ra
loai thong di€p (Request, Response, Success,
Failure).

- Identifier: Truong Identifier chiém mot
byte chira dung mot s6 nguyén duong dung dé
kiém tra trung khop cac thong diép request véi
céc thong diép response. Mdi thong diép request
moi st dung mot sb identifier méi.

- Length: Hai byte cho truong Length chi ra
tdng s6 byte trong toan bd goi tin (packet).

- Data: Gia tri cta bién Length (bao gf”)m
byte 0) ctia truong Data dinh nghia cach 1am thé
nao dé trudng Data thong dich dir liéu.

Dinh dang thong diép EAP trinh bay trong
Hinh 3 duoc sir dung dé gui di.
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- EAP request

- EAP response

- EAP success

- EAP failure

Thém mét truong nira duge giodi thidu 1a truong
Type th€ hi¢n trong Hinh 4. Truong nay dung mot
byte d€ dinh nghia loai thong diép EAP request hodc
EAP response. Chi mot truong Type duoc st dung
trong moi goi tin va Type hoi dap trung khép voi
yéu cau.

Request/Response

Code Data

Identifier | Length | Type

Hinh 4. Thong diép Request/Response EAP

Céc thong diép EAP Success va EAP Failure thé
hién trong trudng Data 13 cac byte 0 va céu triic duy
tri trong Hinh 4. Trudc khi bit dau thuc hién, cac
thong diép EAP Request va EAP Response dugc
chia nho ra dung trong truong EAP Type. C6 vai
loai EAP chung sau day:

- Identity (1)

- Notification (2)

- NAK (3)

- MD5-Challenge (4)

- One-Time Password (OTP) (5)
- Generic Token Card (6)

- LEAP (17)

- EAP-TTLS (21)

- PEAP (25)

- EAP-FAST (43)

Phan quan trong di dinh nghia trudc trong
truong Type 1a Identity (Type = 1) boi diéu nay sir
dung nhu mét phan viéc phan tich thong diép EAP:

- EAP-Request/Identity (Code = I, Type = 1):
gui boi Authenticator dén mdt Supplicant moi.

- EAP-Response/ldentity (Code = 2, Type =
1): hdi dap dén EAP-Resquest/Identity, Supplicant
phan hdi v6i thong diép nay chira dung tai khoan
nguodi dung (username) hodc vai thong tin xac nhan
khac ma s& dugc hiéu boi may chi ching thuc.

Pé tim hiéu chi tiét cac loai EAP khac, vui 1ong
tham khao tai liéu EAP RFC (RFC 2284).

3. Giao thirc chirng thue mé rong cho mang
LAN (Extensible Authentication Protocol
Over LAN - EAPOL)

EAP RFC khong chi rd 1am thé ndo cac thong
diép trao doi dwoc voi nhau. Vay dé trao di cac
thong diép EAP, chiing ta cAn tim hiéu cach trao
d6i va dinh dang ctia ching. D¢ giai thich van dé
nay, IEEE 802.1X da dinh nghia m¢t giao thic
goi 1a EAPOL (EAP over LAN) dé giup hiéu cac
thong diép EAP trao ddi gitta may tram (Sup-
plicant) va Authenticator. EAPOL dugc thiét ké
trude tién cho Ethernet nhung md rong phu hop
cho cac chuan mang khéac nhau.

Hinh 5 mé ta dinh dang khung EAPOL

Ethernet Paket
MAC I;/rg;;z%l P—? ckzt Body | Packet Body
Header yp Length

Hinh 5. Dinh dang khung EAPOL
C6 nam loai thong di€p cia EAPOL nhu sau:

- EAP-Packet (0): chira dung khung EAP da
dinh dang

- EAP-Start (1): Mot may tram (Supplicant)
¢6 thé gii mot khung EAP-Start thay vi cho doi
su thach thic tr Authenticator (EAP-Packet
[EAP-Identity/Resquest]).

- EAP-Logoff (2): Dung dé tra vé trang théi
cua cong khong dugc phép truy cap khi may
tram da ket thic st dung mang.

- EAP-Key (3): Dung trao d6i thong tin khoa
bao mat.

- EAP-Encapsulatated-ASF-Alert (4):
Cung cdp phuong phap cho phép ASF (Alert
Standards Forum) chi ¥ chuyén tiép qua cong
ma nod ¢ trang thai khong dugc phép truy cap.

4. Sy trao do6i thong di¢p trong 802.1X

Chuan 802.1X gdm ba thyc thé tham gia hoat
dong trong hé thong mang: may tram (Client/
Supplicant), Authenticator va may chu chung
thuc (Authentication Server). Cac thong diép
trao ddi v6i nhau trong sé ba thuc thé trén. Chuén
802.1X str dung EAP hoidc cu thé hon EAPOL
trao doi cac thong diép do giira Supplicant va
Authenticator, gitra Authenticator va Authentica-
tion Server st dung giao thirc RADIUS béi dinh
dang EAP trong RADIUS. C6 thé tham khao
thém vé tai liéu EAP over RADIUS.
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Hinh 6 mo ta dic tinh sy trao doi théng diép EAPOL/802.1X.

Supplicant

Budc 1: EAPoL-Start

Budc 2: EAP-Request/Identity

Budce 3a: EAP-Response/Identity

Budc 2: EAP-Request

Budc 5a: EAP-Response

Budc 6b: EAP-Success

Bud6ce 7: Exchange

Authentiction Server

Budce 3b: RADIUS-Access-Resquest

Budce 4a: RADIUS-Access-Challenge

Budc 5Sb: RADIUS-Access-Resquest

Budc 6a: RADIUS-Access-Accept

Cho phép truy cap va trao ddi dit liu

Bud6ce 8: EAPoL-Logoff

CAm truy cap

Hinh 6. Trao déi thong diép EAPOL/802.1X

M0 ta qua trinh hoat dong 802.1X nhu sau:

- Buée 1: Authenticator gui thong di€p nhén
dang ctia EAP-Request dau tién dén Supplicant dé
hoéi sy nhan dang cua Supphcant Supplicant cling
c6 thé bit dau qua trinh nay néu n6 duoc yéu cau
bang cach giri thong diép EAPOL-Start.

- Bude 2: Néu Supplicant gtri thong diép EAP-
Start, Authenticator yéu cAu sy nhan dang cua Sup-
plicant bang cach gui thong diép EAP-Request/
Identity.

- Buwéc 3: Trong su hdi dap lai, may tram gri
thong tin ctiia né trong khung EAP-Response/Identi-
ty. Authenticator giai ma thong tin tir khung EAPOL
va chuyén thong tin EAP trong khung dén may chii
chimg thue bang giao thire RADIUS nhu RADIUS-
Access- Request.

- Budc 4: May chi RADIUS thuong lugng véi
Supplicant bang cach giri RADIUS-Access-Chal-
lenge dén Authenticator, tai ¢y Authenticator dong
g6i thong tin EAP trong khung EAPOL va chuyén
n6 dén Supplicant bing EAP-Request.

- Buéc 5: Sy hdi dap EAP-Request, Supplicant
gui lai EAP-Response dén Authenticator, tai day

Authenticator giai ma thong tin EAP va guri dén
may chu chimg thuc bang RADIUS-Access-
Resquest.

- Buéde 6: Co vai sy trao ddi cia EAP-Re-
sponse/ RADIUS-Access-Request va RADIUS-
Access-Challenge/ EAP-Request truéc khi két
thic may chi RADIUS gii RADIUS-Access-
Accept ¢6 nghia la nguoi dung da dugc ching
thue. Khi sy hdi dap duogc nhan bdi Authentica-
tor, Authenticator gidi ma thong tin EAP va gtri
n6 dén Supplicant bang EAP-Success. Tai day,
cong duoc phép truy cap va Supplicant da duoc
phép giao tiép.

- Buée 7: Tai thoi diém nay, Supplicant co
thé bét dau trao doi dit lidu.

- Bwéc 8: Sau khi trao doi dit liéu két thic va
Supplicant ngimg lam viéc trén cong truy cép,
n6 giri EAP-Logoff dén Authenticator dé thong
bao rang né ngimg 1am viéc trén cdng va tra lai
trang thai cAm hodc trang thai khong duoc phép
truy cap.
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5. Cac loai EAP

Phan trudc da giai thich khung EAP-Resquest/
Response c6 mot truong goi la Type. Truong nay cod
nhiéu gi4 tri khac nhau, giup trong viéc quyét dinh
phuong phap ching thyc EAP nao dugc st dung
sau khi su thuong luong gilta Supplicant va may
chu ching thyec.

Co6 mot ) loai chirng thyc EAP khac nhau dang
duogc st dung nhu:

- EAP- MD5: Thach thiic cia EAP- MDS5 (Mes-
sage Digest) 1a mot loai ching thuc EAP duoc dinh
nghia trong RFC 3748. N6 dua ra phuong phap bao
mat kém, do vay khong dugc khuyén khich sir dung
bdi vi c6 thé cho phép mat khau ciia ngudi ding dé
bi phat hién, bdi vi MDS5 dung thuat toan bam (Hash)
kém bao mat néu ding phwong phap tin cong Dic-
tionary attack. Trong loai chiing thuc EAP nay, chi
c6 chung thyc mot chiéu; khong co6 sy chung thyc
1an nhau gitta EAP yéu cdu va EAP may chi. Bai
vi nd cung cép su chimg thuc chi mot bén EAP yéu
cau dén EAP méy chu va khong cung cip su ching
thuc may chu EAP, phuong phéap ching thuc EAP
nay ciing d& bi tin cong theo phuong phép tin cong
man-in-the-middle.

- EAP: LEAP (Lightweight Extensible Authen-
tication Protocol) 1a loai ching thuc EAP dugc phat
trién boi Cisco System. LEAP sir dung chinh trong
cac mang WLAN cua Cisco. Giao thuc nay duoc
phan phéi qua Cisco Certified Extension (CCX) nhu
mot phan cua thiét 1ap 802.1X va gia ting su bao
mat cho phuong phap bao mat WEP (Wire Equiva-
lent Privacy) trong mang Wireless. LEAP ma hoa
dit liéu truyén di dung phuong phap phat sinh dong
cic khoéa bao mat cia WEP va ciing hd trg sy chiing
thuc 13n nhau. Mic du LEAP hd tro su chirng thuc
tuong tac 1an nhau, nhung cac thong tin ctia ngudi
ding van co thé d& dang bj ldy cip. Do d6 dé gia
tang kha ning bao mat cho LEAP, chung ta thiét 1ap
mat khau phirc tap cho nguoi dung.

- PEAP: PEAP (Protected Extensible Authenti-
cation Protocol) dugc tham gia phat trién bai Cisco
System, Microsoft, va RSA Security. Phuong phap
chimg thuc EAP nay cho phép van chuyén an toan
dr liéu ching thyc, do d6 phuong phap nay cung
cap bao mat rat tot. Pay 1a phuong phap phirc tap
boi tao ra mdt con duong riéng biét gitra cac may
tram PEAP va mdt may chi ching thyc.Trong
PEAP, chi mgt bén may chu tao ra ching nhan PKI
(Public Key Infrastructure) dugc yéu cau tao ra mot

con duong bao mat riéng TLS (Transport Layer
Security) dé bao vé su ching thuc nguoi ding.
Su yéu cau chi thyc hién mot bén may chu tao ra
ching nhén lam don gian hoa viéc hoat dong va
quan tri bdo mat mang LAN/WLAN.

- EAP-TLS: EAP-TLS (Transport Layer Se-
curity) dugc dinh nghia trong RFC 5216. Trong
d6, TLS 1a mot giao thirc md hoa, no cung cép
bao mat tang trén TCP va céac giao thirc cua ting
cao hon (HTTP, SMTP, NNTP) dugc van chuyén
trong kénh bao mat. Bao mat dua ra giao thic
TLS la mot phuong phép manh boi vi n6 cung
cap dua trén viéc cdp ching nhan va sy chimg
thuc twong tac 1an nhau. N6 sir dung PKI dé bao
mat sy giao tiép dén mot may chu ching thuec.
Trai ngugc v6i PEAP, EAP-TLS c6 nhiéu kho
khin trong viéc quan tri bai vi né yéu cau tao
ching nhan bén may tram cung vdéi tao chung
nhéan bén may chu dé thyc hién sy ching thyc.
Ly do EAP-TLS dugc xem 1a mdt trong nhiing
loai bao méat ching thuyc EAP t6t nhat, ma tham
chi néu mot mat khau bi ldy cip, né khong du
pha v& cdu trac EAP-TLS dang chay trong hé
thong, boi vi hacker van cin c6 khoa riéng cia
may tram. Bdo mat duogc cung cép b1 EAP-TLS
c6 thé lam gia ting viéc bao mat néu chung ta c6
thé thong minh bdi vi trong thé thong minh c6
cac khoa bao mat riéng biét.

- EAP-FAST: EAP-FAST (Flexible Authen-
tication via Security Tunneling) dugc dinh nghia
trong RFC 4851 va da dugc phat trién boi Cisco
System. Giao thirc nay di duoc thiét ké cho su
bao mat yéu kém cua LEAP trong khi viéc trién
khai thuc hién & mirc d6 an toan thép. Thay vi
st dung mot sy nhan dang, sy ching thuc tuong
tac 1an nhau dugc dung phuong phap PAC (Pro-
tected Access Credential). Mot tép tin PAC duoc
phat sinh trén mdi nguoi ding, ma ¢ thé quan
ly dong bdi may chi ching thuc. EAP-FAST
sir dung PAC dé thiét 1ap mot kénh truyén TLS
riéng, trong d6 mdi may tram kiém tra do tin
cdy. PAC c6 thé cung cap tap tin dén may tram
bang thao tac thi cong hay tu dong. Su cung cip
thii cong dugc phan phat dén may tram trén dia
cting hodc mot phuong phap phan phdi bao mat
mang. Sy cung cip tu dong mot sy phan phoi
theo nhom.

EAP-FAST c6 ba budc thuc hién:

- Giai doan 0: Giai doan nay la tuy chon
trong d6 PAC cung cap thu cong hay ty dong.
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- Giai doan 1: Trong giai doan nay, may tram va
may chu ching thyc st dung PAC dé thiét 1ap két
nbi kénh truyén TLS riéng.

- Giai doan 2: Trong giai doan nay, thong tin
ctia may tram duoc trao d6i bén trong kénh truyén
ma hoa.

EAP-FAST ciing c6 thé khong str dung tap tin

PAC ma sir dung dya trén sy nhan dang ching
thuc tuong tac lan nhau trong TLS.

6. Két luan

6.1. So sanh cdc logi chirng thuc EAP

Béng so sanh thé hién cac dic diém chinh cia
cac loai chimg thyc EAP dugc trinh bay trong
bai viét.

Bdng so sanh cdc logi chirng thuc EAP

MDS5 LEAP PEAP | FAST TLS
Céc thudc tinh sy ching thyc | Chung Chung thuc Chung | Chung Chimg thyc 13n
thuc mot 1an nhau thuc 1an | thuc 1an nhau
chiéu nhau nhau
Yéu cau sy nhan dang cia| Khong Khéng Khéng | Khoéng, Co
may tram chi co tap
tin PAC
Yéu cau sy nhan dang cia| Khong Khoéng Co Khéng, Co
may chu chi co tap
tin PAC
Su kho khan trong viée trién | D@ dang Murc d¢ vira Murc Mirc 46 | Khoé khin (Can
khai phai do vira | vira phdi | yéu cau viéc trién
phai khai nhan dang
clia may tram )
Tinh bao mat Kém | Tot (nhung dat | Tot Tét Tét nhét
mat khau phai
phirc tap)

6.2. Két luén

Chuin 802.1.X thiét ké nguyén ban cho viéc
trién khai cic mang c6 ddy hay cac mang LAN.
Ngay nay, chudn 802.1.X tr& nén thong dung va
quan trong hon khong chi tdng cudong bao mat cho
mang LAN ma con dugc sir dung rdng rai cho viéc
trién khai mang Wireless (802.11) va yéu cau bao
mét tdt hon cho mang Wireless. Bao méat dugc yéu
cAu trong subt qua trinh hoat dong cia mot hé théng
mang, do d6 nhidu nha san xuit thiét bi mang da

bat dau st dung va hd trg chuén 802.1X trong
cac san pham cua ho. Nhiing nguoi thiét ké va
quan trj mang can biét tiéu chuin nay dang duoc
trién khai trong thuc té va dong thoi qua bai viét,
tac gia mong mudn mang dén cho doc gia mot
su hiéu biét co ban vé hoat dong chuén 802.1X
va cac loai phuong phap chung thuc EAP khac
nhau 1am viéc nhu thé nao dé 1am gia ting mirc
d6 bao mat cho toan hé théng mang.
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