Khoa hoc Tu nhién & Cong nghé

MOT GIAI PHAP MOI CHIA SE BAO MAT THONG TIN
ANEW SOLUTION TO CONFIDENTIAL DATA SHARING

Toém tit

Bai bdo dé xudt mot giai phdp méi trong trong
viéc chia sé bao mdt théng tin, moi thong tin chia
sé duoc xem la anh sé, dwa trén lwoc do nguong
dau tién duoc dé xuat béi Adi Shamir vao nam
1979. Tuy nhién, dé ting cuong tinh bio mdt cho
thong tin khi dwoc luu trit hay chia sé trén moi
truong mang, phan théng tin dy sé dwoc ma héa
dua trén hé mdar ma Hill. Két qua tién trinh ma
héa sé dp dung vdo hegce do ngudng-(t, n) da thirc
Shamir dé chza thanh n manh nho phan cho ngum
ding dau cuoi. Chi cé thé tdi hién lai thong tin néu
¢6 sw hop tdc cua it nhat t mdu tin dd phan chia.

T khoa: chia sé bao mdt, ma hoa, mdat ma hoc.

1. Giéi thiéu

Téc @6 phat trién manh mé& cua ha tﬁng mang
Internet cing gia thanh cac thiét bi may tinh va
mang may tinh ngay cang giam da lam mdt cudc
cach mang trong giao thirc xir Iy thong tin va truyén
tai thong tin. Viéc luu trit, xtr 1y thong tin bang cac
thiét bi tinh toan (PC, laptop, smartphone, tablet,
camera...) va chia sé chiing qua mdi truong mang
ngdy cang tré nén phd dung. Sy phat trién cua
mang Internet & Viét Nam duoc xem la nén tang,
dong luc cho sy phat trién thuong mai dién tir, gido
duc, y té. .. Tuy nhién, nhu chung ta biét, Internet
1a mot h¢ thong mang ma, toan cau, trong d6 moi
truong truyén thong thong tin duoc xem 1a khong
an toan. Trong khi yéu cdu ctia ngudi ding mdi khi
tiép nhan cling nhu truyén tin 13 phai an toan va
chinh xac. Vi vy, viéc luu trit va tmyén tai dir li€u
phai duge giit bi mat dbi véi nguoi khong dugce
phép 1a mot yéu cau bat bude ciia ngudi thiét ké he
thong thong tin.

Viéc bado mét thong tin duoc dit ra tu rat som,
chang han trong (Liu C.L 1968) dua ra van dé&: Co
11 nha khoa hoc cung lam chung mét du &4n bi mat,
ho mong mubn rﬁng toan bo ho so cua du an duoc
luwu gitt trong mot cai hop. Hop nay chi c¢6 thé mo
ra néu nhu c6 sy hop tac du it nhat 6/11 nha khoa
hoc. Vay hoi, sb 6 khoa va chia khoa it nhat ma
mdi nha khoa hoc dé cap trén can phai c¢6 13 bao
nhiéu? Khong khé dé c6 10i giai cho bai toan nay
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Abstract

This paper proposes a solution to confidential
data sharing based on the intinial threshold
histogram published by Adi Shamir in 1979.
However, in order to enhance the confidentiality
of information to be stored or shared on network,
the data need to be encrypted based on the Hill
cryptography. After that, the result of the cipher
text will be shared with n end-user based on
Shamir's polynomial (t, n)-threshold histogram.
Only can the information be recovered when the
collaboration of any t or more of n authorized
participants.

Keywords: confidential sharing, encryption,

cryptography.

1a mdi nha khoa hoc phai mang theo 462 6 khoa
va 252 chia khoa. Tuy nhién, ngay nay, day la mot
10i giai khong thuc té, va n6 sé tang theo lity thira
khi sé luwong nha khoa hoc tham gia cing du 4n
tang 1én.

Nim 1979, (A. Shamir) dé& xuit mot phuong
phap dé giai quyét bai toan néu trén goi 1a chia sé
bi mét (secret sharing). Secret sharing la phuong
phép chia s¢ thong tin bi mét thanh hai hay nhiéu
phan (share/shadow), ma moi phan s€ do mot nguorl
nam gilt. Va thong tin bi mat ay chi co the khoi
phuc khi c¢6 sy hop tac ctia tbi thiéu mot s6 luong
ngudi di dinh trude. Mot cach logic, mdi phan
chia 1a mot phan ctia thong tin, nhung phéan thong
tin d6 13 v6 nghia néu nhu ching dimg riéng 1é.

Chia sé¢ bi mat 1a mot gidi phdp quan trong
trong linh vuc bdo mat thong tin, 1a k¥ thuat cho
phép tao ra nhiéu bong tin (shadow data) hay con
goi la thong tin chia sé (shared data) ctia thong tin
gbc ma mdi bong tin 13 hién thi thong tin khong c6
gia tri. Tuy nhién, khi tap hop du sb luong thong
tin chia sé can thiét thi thong tin gbc ban dau s&
duoc phuc hoéi. Bai bao nay s& tap trung nghién
clru giai phap chia sé bi mat thong tin ma moi
thong tin gdc ¢ day duoc xem 1a mot tap tin hinh
anh (image). Anh thong tin bi mat (secret image)
s& duoc ma hoa trudc khi phan manh. Pidu nay
gitp tang cuong tinh bdo mat cho anh thong tin
can gifr bi mat.
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2. Co s 1y thuyét Khid6Z =1{0,1,...,n-1}
2.1. Tap cac so nguyén (Set of Integers) Vidu ©
- Tap hqp cac sO nguyén, dugc ky hi¢u 1a Z, Z,=1{0.1}; Z,= {0,1,....5} ; zZ, = {0,

1a tap cac sd nguyén (khong chira sé phan s6) co 1 10}
mién xac dinh tir -co dén +oo

Z=1{.,-2,-1,0,2,...}

- Tap céc sb du nguyén, dugc ky hiéu 1a Z,la
két qua cua phép toan modulo véi n.

2.2. Thuit toan Euclid [William Stalling]

Hai s6 nguyén duong a va b c¢6 thé c6 nhiéu
udce s, nhung chi cé mot s6 chung 1a 16n nhat.

Vi du:
Lr'de sdctia 140 réee a6 o 12
7 y
5 14 28 > 6 12
140 70 10 S p X
5 20 A

Litre s chung (LISC)
cha 140va 12

L're s chung Ion nhial (USCLN) oo 140va 12 1a 4

Nhu vay, tim USCLN ciia2sbéavablalitké Vidu

tat ca ude sb cua mdi s6 a va b, sau do tlm tap giao Ao s s . ) A
N t dul = 10, thi nghich dao nh
USC cua 2 s6 va rat ra USCLN cua 2 sb a va b. R eu gla til m‘o " us " - 1 NSICh ¢ao nhan
. oo NN PO , cua3trongZ 1a7,vi:

rang v&i cach nay la khong thyce t€ khi 2 s6 a, b 16n. 10
Théat may man, cach day hon 2000 ndm, nha toan (3x7)mod 10=1
hoc tén 1a Euclid da phat trlen mot thudt toan co thez 4. Mat ma Hill [William Stalling]
gitip ta tim USCLN cta 2 s nguyén duong Thuat

toan Euclid d& tim USCLN(a,b) ¢6 thé dwge mo ta  Mat ma Hill do nha toan hoc nguoi My tén la

nhu sau: Lester S. Hill dé xuit nim 1929. Y tudng cua giai
thudt ma hoa Hill 1a lan luot lay m ky tu lién ti€p
USCLN(a,b) trong ban 10 (Plaintext) dé thay thé boi m ky tu ma
{ rl=a; r2=b; héa. Tién trinh thay thé dugc xac dinh boi m phuong
trinh tuyén tinh.
While (12>0) rih tuyen tn
Qua trinh ma héa Hill (Encoded Hill Cipher)
{ adanl; o . o
Gia st m=3, ta c6 h¢ 3 phuong trinh tuyén tinh
r=rl-q*r2; nhu sau:
r1=r2; r2=r;
) 1= (k1P + k22 + kypgpz) mod n
return rl; g = (kgypy + kagp + kagpgimodn (1)
) cy = (kg1pq + kgppz + kggpz) mod n

2.3. Nghich ddo nhin (Multiplicative Inverse) hay

Trong tap Z , hai’sé a va b dugc goi la nghich B11 k12 k12
dao nhan ctia nhau néu: (e1¢2 4'3_] =(p1p2 “3} (HI K33 k2 3) nad 1
a xb=1 (mod n) k31 k32 k33
hay C = E(P,K) = PK (mod r); trong d6 E 1a ham
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mahoa, Plaky turd, K lamatran khoéa, C la mat ma.
Qua trinh gidi ma Hill (Decoded Hill Cipher)
=D(K, C) =CK' mod n =PKK'=PI=P,
Trongdo: K'lamatrannghichdaocuamatranK,
I 1a ma tran don vi.
2.5. Lwoc dd nguwdng Shamir
Khai niém chia sé bi mat dau tién duoc gidi
thi€u vao nam 1979 boi Shamir [1] va dugc goi
l1a lwgc do ngudng (z, n); trong do »n 1a so thanh
vién tham gia vao h¢ thong, ¢ 1a s thanh vién toi
thiéu (ngudng) cung tham gia dé phuc hoi thong
tin mat. Lugc do Shamir dva trén ham da thirc bac
t—1 duoc dinh nghia nhu sau:
fla)=s+or+aa’+to_ " Tmdp (2)
dé ma hoa chia sé bi mat s thanh n ménh/ph?ln chia
(shadow/share) ky hleu las,s, ...,s,v6iplaso
nguyen td va cac hé sb a,a,...,a,, duoc lua chon
ngau nhién sao cho a.€[0,p—1]. Chonn sO nguyén
X, X, ..., X khéc nhau tirng d6i mot, tugng trung
chon thanh phan tham gia vao hé thong. Cac phan
chias,s,, ..., s dugctinhs = f{x), voi § = 1. .1
. Khi d6 mdi thanh phan tham gia vao hé thdng
dugc chia s¢ cap (x, s)).

s chi c6 thé dugc khoi phuc khi tap hop du it
nhat ¢ phan chia (share) (co it nhat  cap (x, s)) va
ap dung vao da thtrc ndi suy Lagrange:

£ = Efay (50TH -y,

Vi du:

=;-I:l'—_-‘5i:| mod p (3)
E Tt FOF

Lugc d6 ngudng (¢, n)=(2,3) v6i gia tri bi mat
s=3, chon p=11, tir (2), ta co:

flx)=3+2x mod 11.

Neutachonx =1, x,=2, x,;=3, )=, f2)=2,
f(3)=3, theo d6 3 phan chia tuong ung la: (1,5),
2,7, (3,9).

That ra ching 13 nhing diém trén do thi

Hill
| cipher

1| El
Secret image Encoded mage

| threshold |
.

(Hinh 1) ctua phuong trinh f{x) = 3+2x mod 11.

Hinh 1: Do thi f(x)=3+2x

bé khoi phuyc lai gia tri bi mét s, ta phai tap du
it nhat 2 phan trong 3 phén chia. Chang han, ta co
2 phan chia: (1,5) va (2,7).

Twr cong thue (3):

2 Le—z]

_ '::r—.a:
Had =57

ta duoc:

T 7
= [ag—arg)

flx) _5—+?*f—:l_ —S(x-+7x-1) =3+

suy ra, s=3.
3. Giai phap dé xuit

Mot hé mat ma luén bao gf")m hai tién trinh: ma
hoa va giai ma. Giai phap chia s¢ bao mat thong
tin v6i phan thong tin dugce xem la anh so de xuat
trong nghién cuu nay bao gom twong ung hai tién
trinh nhu vay: (1) tién trinhma hoa chia sé¢ anh
thong tinmat (dnh bi mét— Secret image) va (2) tién
trinh khoi phuc anh thong tin (Recovered image).

3.1. Tién trinh mi héa chia sé anh thong tin mat

Trong tién trinh nay, dé ting tinh bao mat cho
anh bi mat (SI — secret image) can chia s¢, ta ma
hoéa SI dya trén phuong phap hoa Hill, véi ma tran
vuodng khoa K cip (2x2) dugc lwa chon ngiu nhién
sao cho c6 ton tai ma tran nghich dao K theo
modulo cuong do diém anh. Nhu so dd dugc méd
ta trong Hinh 2, anh thu dugc sau khi dugc ma hoa
1a EI s& ap dung luoc d6 ngudng (¢, #) ciia Shamir.
Theo cach nay, anh EI s€ phan chia thanh » manh
khac nhau ky hi¢u la SH, SH,, ..., SH .

it n)

shamir's |
scheme /

Hinh 2: Tién trinh md héa chia sé anh théng tin mgt
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Chi tiét cua tién trinh nay c6 thé dugc mé ta
nhu sau:

a. Giai doagn md hoa anh thong tin mdt

Buée 1: Chia anh da cAp x4m gdm c6 256 cip
xam (anh xam) SI v0'i kich thudc (mxn) thanh
nhiing kh01 (blocks) gom 2 diém anh (pixel) theo
nguyén tic trai-phai-trén-dudi. Néu SI 1 anh mau
true-color, ta tach 16p anh SI thanh 3 lop (layer)
S!R, SI, SI, va thyc hi¢n tirng 16p anh nhu mét da
cap anh xam.

Buée 2: Léy lan lugt timg khéi 2 diém anh (p,,
p,) 4 ap. dung vao cong thirc (1) véi modulo 256 (gia
tri mdi diém anh xam 1a 8 bits), tao thanh cong
thirc ma hoa anh nhu sau:

A
, = [.':’2-]_;_1-]_ + .EIEEPE} mod 256

= U’_’iipi + r'(j_gpg:l:l mod 256 &)

V6i Pi va P: 1a nhing didm anh bi mi hoa
(encoded pixel); k,, k., k., k,,, 1a nhiing khoa

11° 7122 21 T2

ding dé ma hoa theo phuong phap Hill.

Vi du: Gia st ta c6 ma tran diém anh SI nhu sau:

>

93, i 103 u‘;au_
-ﬂh_._u a3 |
6, 08 7> (581
o8

s 1P
s3llgs Foa

AN d

(SD
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Bdng 1: Ma trdgn anh S1

42 60 93 103 83 84
41 51 91 108 84 83
43 51 86 106 79 74
41 54 85 98 70 68
38 49 82 95 71 73
39 51 82 93 73 74
Khoa duogc chon la:
“=(1 3)

-Khéi anh dau tién d¢ ma hoala (p,, p,) = (42,60)
gy = (Sx42 + Bx60) mod 256

= (1742 + 3=60) mod 256
Ap dung vao (4):
Taco: py = 178 vap, = 126,

Tiép tuc lay nhitng khdi anh ké tiép dé ma hoa,
cuoi cung ta nhan dugc anh ma hoa EI nhu hinh 3.

178 (126 | 9 | 98 | &3 | 127

101 | 82 | 39 | 79 | 60 | 142

111 | 116 | 25« | 24 | 219 5

125 | 91 | 185 | 203 | 126 | 114

70 | 25 | 146 | 143 | 171 | 146

o1 48 | 130 | 137 | 189 | 183
(ET)

Hinh 3: Anh ma héa EI tie ST

b. Giai doan chia sé

Nhu dugc mo ta & Hinh 2, sau khi ma héa anh
SI, ta thu duoc anh ma héa EL Tiép theo cua tién
trinh nay la chia s¢ anh ma hoa EI thanh nhiing
phan chia (shares) dwa trén lugc dd ngudng (7, n)

Flx) = = +

a_}
€23 %X + aax=

+ == g X

cua Shamir. Trong giai doan nay, chung t6i xem
gia tri cac pixels nhu cac hé s0 {s,a,a,...,a,
cla da thue ) nhu Hinh 4 va sb nguyen to p= 251
1a s6 nguyén t5 16n nhit nho hon 255 (gi tri 16n
nhét ciia diém anh xam) [Hung P. Vo.

=1 niocd o

Hinh 4: Bé tri gid tri diém anh nhw la hé sé ciia (2)
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Theo d6, anh EI kich thudc (mxn) s€ bi chia
thanh (mxn)/t khoi, mdi khoi ¢6 7 diém anh twong
g véi cac hé sb {s, a,a, ...,a, } cuacong thuc
(2). Va két qua da thuc nay ta thu duoc n gla tri
s=Ax), s, f(xz), ..., 8 =f(x ), trong dox ey
x_duoc dlnh ngau nhlen (xem nhu mi s6 cua tlmg
thanh phan tham gia vao hé thong) va khac nhau
ting doi mot. Céac gid tri s, s,, ..s, phén bd mot
cach tuong Gng vao n anh chia sé (shadow image)
ky hi¢u la: SH , SH,, ..., SH . Va kich thudc moi
anh chia s¢ bang 1/t leh thuoc anh EIL

Pé mo ta giai doan chia sé anh, ta tiép vidu &
phan trén (Hinh 3), voi ngudng (2, 4), cd nghia la

e, [i7]550] e { [53] =

=2, n=4. Nhu vay ham da thire dugc thiét 1ap nhu
sau doi véi cdp diém anh dau tién (178, 126):

Flx) = {178 + 126x) mod 251 Q)

Chon ngiu nhién 4 gia tri x khac nhau, tugng
trung mi s6 ctia bon (n=4) thanh vién tham gia vao
hé thdng va thay vao (5), ching han x={1, 2, 3, 4}.
Két qua 1a ta nhan dugc 4 diém chia sé (1, 53); (2,
179); (3, 54); (4, 180). Bén diém chia s¢ nay tro
thanh diém anh dAu tién ciia mdi 4 anh chla s¢ SH ,
SH,, SH,, SH,. Diém anh thir 2 ciia mdi anh chla
sé SH (z 1. 4) duoc tinh twong ty nhu trén. Hinh
5mod ta chi tiét tién trinh chia sé anh dua trén luoc
d6 ngudng Shamir.

=1}

= E'i‘“"“”“ﬁ-’W‘"‘‘“‘“”F“"‘Jl 1 1 I

AR To et
rel 30 (ng

s R e
,:r}ig_ ais 2
e i
aH1

Hinh 5: Giai doan chia sé dnh

Moi anh chia SH, c6 kich thudc bang 1/2 kich
thudc cua anh EI, trong d6 khong anh SH, nao hién
thi thong tin cua anh goc.

3.2. Tién trinh khéi phuc anh théng tin

Tién trinh khoi phuc dit li€u dugc thyc hién
0 phia nguoi nhan, c6 nghia la dit li€u sau khi
dugc ma hoa, chia sé s¢ gtri cho n ngudi nhédn qua

..

L4 1 — L
by oc

phuong tién truyén thong. Tién trinh ndy bao gom
hai giai doan: khoi phuc va giai mi dir ligu, tién
trinh c6 thé dwgc tom tit nhu Hinh 6. Giai doan
thtr nhat két ndi ¢ anh chia sé dva trén da thic noi
suy Lagrance, tiép theo giai doan giai mi theo
phwong phéap Hill. Chi tiét ctia tién trinh dugc trinh
bay nhu sau:

Lmgy@mimices
Intarpolation

Hinh 6: Tién trinh khoi phuc div liéu
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a. Giai doan khoi phuc danh

Déi vai luge dd (¢,n)-ngudng ctia Shamir, thong
tin dugc phuc hoi 1a sy hop tac cta ¢ thanh phan
tham gia vao hé thong; hay néi cach khac, phai tap
hop dii it nhat bat ky 7 anh chia sé cia n mau chia.
Khi d6 &nh ma hoa EI’ dugc khdi phuc 100% chinh
xac bdi da thirc ndi suy Lagrance, cong thic (3).

Tung budc cua giai doan mo ta nhu sau:

Budc I: Lay diém anh dau tién chua dugc st
dung ctia moi ¢ anh chia sé.

Budce 2: Ap dung ¢ diém anh nay vao da thtic
(3)detimcaché¢sda,a,, ..., a, . Khido cic h¢ so
a,, ..., a,, s€ tuong tmg voi cac di€ém anh cua anh
ma hoa EI’.

Buoc 3: Lap lai budc 1 va bude 2 cho dén khi
tat ca cac diém anh cua ¢ anh chia sé duogc thuc
hién.

b. Giai dogn giai ma anh

Dung phuong phép giai ma Hill d6i voi anh ma

Khoa hoc Ty nhién & Cong nghé

hoa EI’ dé giai ma anh bi mat theo cac budc dugc
mo ta nhu sau:

Buée 1: Chia anh ma héa EI’ thanh ting khdi 2
diém anh theo quy tac trai-phai-trén-dudi.

Buéc 2: Lay lan luot timg cip diém anh

(" P,

Bude 3: Ap dung ham giai ma Hill ddi voi 2
vura lay ¢ budce 2.

She Err
(p}“) = (pt“J K1 mod 25€
B B
trong d6 K™!' 1a ma tran nghich dao cua K.

Buée 4: Lap lai tir bude 2 dén 3 cho dén khi tat
ca khoi diém anh duoc giai ma.

Dé dién giai cho tién trinh khoi phuc va giai ma
anh thong tin géc, ta st dung vi du bén trén, Hinh
5. Gia st 2 trong 4 anh chia sé dugc chon 1a SH1
va SH2 dé hop tac cung khoi phuc anh theo lugc
dd ngudng (2, 4) cia Shamir. Hinh 7 mo ta giai
doan khoi phuc anh.

Hinh 7: Két hop bit ky ciia 2 trong dnh 4 dnh chia sé

- Lay lan lugt timg diém ctia mdi anh chia sé

ma héa EI’ dugc phuc hdi qua cap diém anh (1,53)

(SH1, SH2), két hop nhau dé khoi phuc lai anh ma  va (2,179) va da thirc ndi suy Lagrance (3):

hoa EI’. Nhu vay cdp diém anh dau tién ciia anh

X — X, i
x)=g=s — + 5 mod 251
flx) Te—x :_11E )
> fx) =53 f:f + 1?‘?%&?&}-:1’ 251) = (—73 + 126x) mod 251
=178 + 126x

= cip diém anh thir nhat cua EI’ 1a (P

Eilr

.pe) =(178, 126).
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Tién trinh khoi phuc anh EI’ duoc tiép tuc cho
dén khi tit ca diém anh caa 2 anh chia sé SHI va
SH2 duoc thuc hién.

- Sau khi nhan dugc anh ma hoéa EI’, ta phai
giai ma dé ¢o duge anh thong tin mat ban dau.
Hinh 8 trinh bay so d6 giai ma anh thong tin dua
trén hé mat ma Hill.

165 7
e 1

12

x(179) -

I:-'i

Hinh 8: Giai doan gii ma dnh théng tin géc

4. Két qua thwe nghiém

Dé chay thuc nghiém chwong trinh, chung toi
xay dung mot bd suu tap vdi trén 100 anh voi kich
thudce 512x512 v6i hai thé loai anh chinh 1a anh
xam (gray-scale image) va anh mau RGB (true-
color image). Tuy nhién, trong bai bao nay, chung
t6i chi ghi nhan lai mot s két qua dé chimg minh
cho giai phap duoc dé xuét phan 2.

s1. B2 ?i1i3 Fra

Trong phan mét cua thuc nghiém nay, ching
t6i chi ghi nhan két qua cia mot sé anh xam dugc
sir dung dé ma hoa bang phuong phap Hill véi tap
khoa (k,, k,,, k, , k,,) tuong ﬁng theo thir tu 1a (5,
8,17, 3), va chia sé theo lugc do ngudng (2, 4) cia
Shamir. Céc két qua dugc thé hién nhu & cac Hinh
9,10 va ll.

(al) anh chia sé 1

(a2) anh chia sé 2

(a3) anh chia sé 3

(a4) anh chia sé 4 (al)

(a”) Anh phyc hoi

(a3)

Hinh 9: (a) Anh théng tin goc Lenna véi kich thuéc 512x512,
(al) ->(ad) bén énh chia sé véi kich thwée (512x256), (a’) dnh phuc héi tir 2 nh (al) va (a3).
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(b) Anh gbc (b1) anh chia sé 1 (b2) anh chia sé 2 (b3) anh chia sé 3

(b4) anh chia sé 4 (b2) (b3) (b”) Anh phuc hdi

Hinh 10: (b) Anh goc Baboon vdi kich thwéc 512x512,
(b1) ->(b4) bon anh chia sé véi kich thude (512x256), (b°) anh phuc héi tir 2 anh (b2) va (b3).

(c) Anh gbc (cl) anh chia sé 1 (c2) anh chia sé 2

¢3) anh chia sé 3

(¢>) Anh phuc hdi

(c4) anh chia sé 4 (c2)

Hinh 11: (c) Anh gé'c Medicine voi kich thuwée 512x512,
(cl) ->(c4) bon dnh chia sé voi kich thwoc (512%256), (c’) anh phuc hoi tir 2 dnh (c2) va (c4).
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Tiép theo, c’yphén hai cta thuc nhiém, béo co luge  két qua lan luot duge thé hién qua cac Hinh 12,
ghi mot vai két qua trén tdp anh mau RGB. Cac 13 va 14.

(d) Anh gbc (d1) anh chiasé 1 | (d2) anh chia sé 2 (d3) anh chia sé 3
I I = -y
(d4) anh chia sé 4 (d1) (d2) (d”) Anh phuc hdi

Hinh 12: (d) Anh géc Pepper véi kich thuwéc 512x512,
(d1) ->(d4) bon dnh chia sé véi kich thwéc (512x256), (d°) anh phuc hoi tiv 2 anh (d1) va (d2).

(el) anh chia sé 1 (e2) anh chia sé 2 (e3) anh chia sé 3

if

o —
E :-—-l-F b :u._-uur
(e4) anh chia sé 4 (e2) (e4) (¢>) Anh phuc hoi

Hinh 13: (e) Anh goc Text véi kich thuwéc 512x512,
(el) -=>(e4) bon anh chia sé voi kich thuwoc (512%256), (e’) anh phuc hoi tir 2 dnh (e2) va (e4).
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(f) Anh gbc (f1) anh chia sé 1

(f2) anh chia sé 2 (f3) anh chia sé 3

(f4) anh chia sé 4 (f3)

(£) Anh phuc hdi

(f4)

Hinh 14: (f) Anh géc TVUmap véi kich thude 512x512,
(f1) ->(f4) bon anh chia sé véi kich thwéc (512x256), (f°) anh phuc héi tiv 2 anh (3) va (f4).

5. Két luan

Chung t6i1 ap dung phuong phap ma hoa Hill
vao anh bi mat trudce khi 4p dung lwgce dd ngudng
Shamir vao viéc chia sé anh. Ma trdn khoa cua
phuong phap Hill c¢6 thé ghép vao chu0'ng trinh
hodc truyén tai riéng trén kénh bi mat nhim ting
d6 phrc tap ddi vé6i viée tham ma.

Dbi voi thuat toan chia sé anh theo ngudng (¢,
n), néu muon khoéi phuc anh bi mat, ta phai xay
dung ™*" da thirc theo dang:

£
filzg) = ap +ajxy+ =+ al_xl_ (mod 251)

cho anh c6 kich thudc (mxn). Mdi da thirc c6  bién

4 gl b
SO @, Ty, o

iy _q-

Nhu vay viéc lya chon ngudng ¢ 1a tuy thudc va

hé théng cua chung ta cdn c6 sy hop tic cua bao
nhiéu ngudi dé khoi phuc lai anh gbc trong téng
s6 n nguoi tham gia hé thdng. Tuy nhién, véi viéc
lwa ¢ cang 16n va khong vuot qua n thi sé lwong da
thitc bac —1 s& giam va khi d6 do phuc tap tinh
toan ciia mdi da thirc sé ting theo.

Giai phap dé xuat chia s¢ anh thong tin mat
thanh nhiéu anh nho vé&i ngudng (2, 4), nhu theo
cac két qua thuc nghiém, mdi anh chia sé chi béng
% anh thong tin gbc ban dau, diéu nay giup ting
tbc do truyén tai dit liéu qua moi trudng Internet.
Hon nira, trong qua trinh luu trir hay truyén thong
néu co xay ra mat bat ky anh chia sé nao, ta van
¢6 thé phuc hoi anh gbc théng qua bét ky hai anh
chia sé.
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